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Preface

Welcome to Menlo Logic AccessPoint. The AccessPoint Installation Guide provides
instructions for installing the Menlo Logic FireBase platform and the AccessPoint SSL
VPN software.

Guide Overview

This Installation Guide is intended for networking professionals who are familiar
with Linux or UNIX operating systems. This guide describes the system
requirements, provides instructions for installing the AccessPoint software, and
includes the initial configuration settings required to set up and test AccessPoint.
This guide consists of a chapter describing the installation procedure on Linux
followed by chapters on configuration and software validation.

Conventions Used in This Guide

Conventions for special information and procedures to enter or display data are
given in the following table.

Convention Description

Monospaced type The syntax for system commands. Note that the
Enter key is required to submit the command unless
otherwise specified.

[VARIABLE TERM] Variable term that should be substituted with an
appropriate value. For example:

mv software.tar /tmp/[FILENAME]

Bold type The names of fields and selection options in the
AccessPoint web user interface. For example:

Type your password in the Password field.

NOTE: Indicates a configuration note or warning. Notes
include helpful suggestions and special instructions
and information.

ltalics Denotes a reference guide, technical publication
document or a chapter or section within a document.

Preface « iii
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Related Documentation

For full documentation on installing, configuring and managing AccessPoint SSL VPN
software, please refer to the following documents:

= AccessPoint Configuration Guide
Provides configuration information for the AccessPoint management interface.

= AccessPoint User Guide
Provides instructions for using the AccessPoint SSL VPN portal to connect to
Intranet resources.

For instructions on compiling the AccessPoint SSL VPN source code and modifying or
integrating the source code, please refer to the following documents:

= AccessPoint Source Code Installation Guide
Describes the build environment and the process for compiling and installing
the AccessPoint source code.

= AccessPoint Developer Guide
Provides information about the AccessPoint source code implementation,
focusing on Developer Application Programming Interfaces (APIs).

If available, please also see the Release Notes for version specific information
including new features and caveats.

Customer Support

Menlo Logic provides presales support to evaluation customers. Menlo Logic also
offers a wide range of technical support and professional services programs to meet
the unique requirements of our customers. Presales email support is provided during
the evaluation period. Standard technical support is available to customers with a
valid technical support contract.

Contact Menlo Logic Support at:

Email: support@menlologic.com
Phone: 650-922-6500
Web: www.menlologic.com/support.html

To obtain an evaluation version of the AccessPoint software in binary
format, complete the registration form at:

www.menlologic.com/registration.html

To evaluate the AccessPoint source code, contact Menlo Logic Sales at:

Email: sales@menlologic.com
Phone: 650-922-6500

iv
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Installation

This chapter describes the system requirements and installation of AccessPoint and
the FireBase platform. When finished with the tasks in this chapter, continue with
the Management and Certificate Setup chapter.

For further information about AccessPoint configuration and use, refer to the
AccessPoint Configuration Guide and AccessPoint User Guide.

The FireBase Platform

To simplify installation and configuration, a hardened operating system has been
bundled with the AccessPoint SSL VPN software. The operating system, FireBase,
was developed from Linux, but it has been optimized to improve processing
performance. All Linux packages not required by AccessPoint have been removed.

In addition to the packages required by AccessPoint, FireBase also includes an SSH
server for remote management of the system. The SSH server is not managed
through the AccessPoint web management interface and may be disabled or
removed as desired by the AccessPoint administrator.

In addition, the FireBase operating system includes a system configuration program
that can be launched from the console. To launch the system configuration program,
type setup from the console prompt. The system configuration program enables
the administrator to load new device drivers, set the root system password and other
system settings. Some of these settings are also configurable through the web
management interface.

AccessPoint and FireBase Modules

The AccessPoint application software consists of the following components and
directories:

e smm - System Management Module for AccessPoint applications

e firebase - The operating system management module for IP and system
configuration.

e tunneld - TCP tunnel termination module

e httpd - Modified version of Apache web server 1.3.28
e ftpsession - The FTP session handler module

e Library folder with system library files

e CGI, HTML, Java and Perl files

Chapter 1: Installation = 1
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System Requirements

The minimum system requirements for installing AccessPoint with the FireBase platform:

e 600 MHz Processor x86/Pentium compatible processor - Multi-processor
systems are not supported

e 128 MB RAM
e 60 MB Disk space

e One or more Ethernet interfaces

NOTE: See Appendix A for a complete list of supported interface cards
e CD-ROM drive

Installing the FireBase Platform

Installing FireBase with the AccessPoint SSL VPN software consists of downloading
the FireBase ISO image, burning the image to a CD-ROM, and installing the FireBase
operating system from the CD-ROM.

WARNING: Installing the FireBase operating system will reformat your bard
drive and erase all data on your system.

If you do not have a bootable CD-ROM drive, you may also install the FireBase operating
system from another bootable device, such as an external CD-ROM drive connected to
your system via a USB port. If you boot from another bootable drive other than your
system’s CD-ROM drive, you will need to configure your server’s BIOS settings to boot
from the new drive before booting from the system’s default hard drive.

If you are installing from a CD-ROM drive, confirm that the system BIOS is configured to
boot from this drive before booting from other available drives. To configure the BIOS
setup, refer to your computer hardware instructions. Typically, the BIOS configuration
menu is displayed by pressing a key such as the Delete, F2, F10 or Escape key while the
machine is powered on. The BIOS setup feature is usually named “Boot Sequence”.

Installation Procedure

Perform the following steps to install the FireBase and AccessPoint software.
1. Download the FireBase ISO from the Menlo Logic FTP site.

Contact sales@menlologic.com to request an evaluation version of the FireBase
software.

2. Burn the FireBase ISO image to a CD.

3. Power down the machine that FireBase will be installed on.

Chapter 1: Installation = 2


mailto:sales@menlologic.com

10.

AccessPoint Installation Guide

Insert the CD with the FireBase ISO image into the CD-ROM drive.

Power on the machine.

The machine should detect the FireBase installation CD-ROM and begin the
installation of the FireBase operating system and the AccessPoint SSL VPN
software.

At the first prompt, if you press RETURN, you will begin the installation
procedure and reformat your hard drive.

WARNING: All data on your system will be erased. If you do not wish to
continue, then eject the FireBase CD and abort the installation immediately.

The installation consists of a menu-driven text-based installer. If you cancel the
procedure at any point, the installation will end and your system will be
rebooted.

NOTE: Switch between options by using the Tab key. Click Enter to select.

The installer will initially partition your hard drive and install the FireBase
operating system and the AccessPoint SSL VPN software. Click OK to partition
the hard drive and continue with the installation.

The installer will configure the primary Ethernet interface. You may manually
select the appropriate Ethernet driver from a list of available drivers or the
installer can automatically probe the hardware and install a compatible
Ethernet driver for the first Ethernet interface that it detects. The interface that
the installer enables will be configured as the eth@ interface in the FireBase
operating system and will be shown as eth@ in the AccessPoint web
management interface.

The installer will then prompt you to enter an IP address and subnet mask for
the system. Enter the appropriate values and click OK.

After the software has been successfully copied to your hard drive, the installer
will eject the installation CD-ROM. Please remove the installation CD-ROM. If
you do not remove the installation CD-ROM, your machine will try to reinstall
FireBase again once you reboot your machine.

Enter the system Password and the confirmation Password and click OK.

NOTE: The system password is used to log into the server locally through a
console or remotely using SSH. This is not the same password used to login
to the AccessPoint web management interface. The default system user
name is root and the default password is defined during installation. The
AccessPoint administrative user name is admin and the default password is

adminl23.
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11. If additional Ethernet interfaces are available, the installer will allow these
interfaces to be configured. To configure additional Ethernet interfaces click
OK.

Probe or manually select additional Ethernet interfaces. Then define the IP
address and subnet mask for the additional interfaces.

The initial interface configured in step 7 is the interface that will terminate SSL
VPN connections.

12. The installer will display a message confirming that the installation is
complete. Click OK to finish the installation and reboot the FireBase server.

Once you have completed the installation, you may log into the FireBase server. Enter
the user name root and the password that you defined during the installation.

AccessPoint Files

The following AccessPoint files and executables will be saved to the
/usr/src/AccessPoint/ directory:

bin/ for binaries such as httpd, smm and tunneld.

var/ Various configuration and log file directory

var/logs/ log directory

var/cert/ certificate directory

var/conf/ config file; by default it contains smm.conf,
tunneld.conf, smm.default, tunneld.default

www/ All Web CGI scripts and HTML files

www/cgi-bin CGI Home

www/htdocs HTML files

NOTE: The /AccessPoint folder and its contents may be moved to another
location, but the files should not be moved to a bome directory. The Apache web
server and other system daemons do not run with root privileges and will not be
able to create log files if installed in a bome directory.
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