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Preface

The AccessPoint User Guide provides instructions on using the AccessPoint SSL VPN
Portal and TCP Tunneling to access network resources.

Guide Overview

This User Guide is intended for end users. This guide provides instructions for
logging into the AccessPoint SSL VPN portal through a web user interface, accessing
resources on a remote network through the SSL VPN portal and creating bookmarks.

All IP addresses in this guide are examples and should not be used as-is.

Conventions Used in This Guide

Conventions for special information and procedures to enter or display data are
given in the following table.

Convention Description

Bold type The names of fields and selection options in the
AccessPoint web user interface. For example:

Type your password in the Password field.

[VARIABLE TERM] Variable term that should be substituted with an
appropriate value. For example:

https://[EXTRANET WEB SITE]

NOTE: Indicates a configuration note or warning. Notes
include helpful suggestions and special instructions
and information.

Italics Denotes a reference guide, technical publication
document or a chapter or section within a document.

Preface « iii
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Related Documentation

For full documentation on installing, configuring and managing AccessPoint SSL VPN
software, please refer to the following documents:

= AccessPoint End User Installation Guide
Describes the procedure for installing the AccessPoint ISO image.

= AccessPoint Configuration Guide
Provides configuration information for the AccessPoint management interface.

For instructions on compiling the AccessPoint SSL VPN source code and modifying or
integrating the source code, please refer to the following documents:

®»  AccessPoint Source Code Installation Guide
Describes the build environment and the process for compiling and installing
the AccessPoint source code.

= AccessPoint Developer Guide
Provides information about the AccessPoint source code implementation,
focusing on Developer Application Programming Interfaces (APIs).

If available, please also see the Release Notes for version specific information
including new features and caveats.

Customer Support

Menlo Logic provides presales support to evaluation customers. Menlo Logic also
offers a wide range of technical support and professional services programs to meet
the unique requirements of our customers. Presales email support is provided during
the evaluation period. Standard technical support is available to customers with a
valid technical support contract.

Contact Menlo Logic Support at:

Email: support@menlologic.com
Phone: 408-933-8553
Web: www.menlologic.com/support.html

To obtain an evaluation version of the AccessPoint software in binary
format, complete the registration form at:

www.menlologic.com/registration.html

To evaluate the AccessPoint source code, contact Menlo Logic Sales at:

Email: sales@menlologic.com
Phone: 650-922-6500

iv
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AccessPoint SSL VPN Overview

This chapter provides an overview of the AccessPoint SSL VPN portal. It also
includes an introduction to Secure Sockets Layer - Virtual Private Network (SSL VPN)
and its features and applications.

About AccessPoint SSL VPN

AccessPoint SSL VPN provides secure remote access to network resources, such as
applications, files, Intranet web sites, and email, through a web browser or through
client software, such as Microsoft Outlook. The underlying protocol used for these
sessions is SSL.

With SSL VPN, mobile workers, telecommuters, partners and customers can access
information and applications on your Intranet or Extranet. What information should
be accessible to the user is determined by access policies configured by the
AccessPoint administrator.

Remote network resources can be accessed in the following ways:

e Using a standard web browser - To access network resources, you
must log into the AccessPoint SSL VPN portal. Once authenticated, you may
access Intranet HTTP and HTTPS sites, web-based applications, and web-
based email. In addition, you may upload and download files using FTP or
Windows Network File Sharing. All access is performed through a standard
web browser and does not require any client applications to be downloaded
to remote users’ machines.

e Java thin-client access to corporate desktops and applications -
AccessPoint includes several Java or ActiveX thin-client programs that can be
launched from within the SSL VPN portal. Terminal Services and VNC Java
clients allow remote users to access corporate servers and desktops, open
files, edit and store data as if they were at the office. In addition, Terminal
Services provides the unique ability to open individual applications and
support remote sound and print services. In addition, users may access
Telnet and SSH servers from the SSL VPN portal.

e Using the Virtual Passage SSL VPN client - AccessPoint includes an
ActiveX-based SSL VPN client for Window users and a Java based client for
Mac users that provides full network connectivity. To connect using the SSL
VPN client, log into the portal, download the installer application and then
launch the Virtual Passage connector to establish the SSL VPN tunnel. Once
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you have set up a VPN connection, you can access network resources as if
you were on the local network.

e Using client software on the remote computer - AccessPoint SSL
VPN includes a TCP Tunneling feature that allows users to connect to servers
on the network from SSL-enabled applications such as Microsoft Outlook,
Outlook Express, and Internet Explorer. To connect to a remote server, you
just need to launch client software, such as Microsoft Outlook, Outlook
Express, IBM Lotus Notes or Netscape Mail. Your client software will
automatically try to contact the remote server, transparently authenticate
using the settings that you have defined in the client. The AccessPoint SSL
VPN gateway device will receive the request made by the client. The
AccessPoint SSL VPN gateway will then forward the request to an internal
network server. Then you can download and send emails, download Lotus
Notes calendar information, or access other application servers securely.

For SSL VPN to work as described in the User Guide, the AccessPoint SSL VPN
gateway must be installed and configured according to the directions provided in
the AccessPoint Configuration Guide.
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2 Logging into the SSL VPN Portal

This chapter describes how to log into and use the AccessPoint SSL VPN Portal.

SSL VPN Portal Overview

The SSL VPN portal is a web based portal that enables you to access Intranet or
Extranet resources from any location without installing and configuring client
software. The SSL VPN portal provides encrypted connectivity through a standard
web browser, allowing mobile workers, partners and customers to authenticate and
access files, applications, and internal web sites securely.

All communications between the web browser and the AccessPoint SSL VPN gateway
are performed by HTTP and Java. The network traffic between the client and the SSL
VPN gateway is secured through an encrypted SSL connection.

The SSL VPN Portal enables you to browse Intranet web sites, access your network
neighborhood, upload and download files, access remote desktops and applications,
and use Telnet or SSH to manage remote devices.

Browser Requirements

To log into the SSL VPN portal, the client user must use a web browser with
JavaScript, cookies, and SSL enabled.

For Windows operating systems

e Browser: Internet Explorer 5.0 or higher
Modzilla 1.x, or Netscape 7.0 or higher
Opera 7.0 or higher

e Java: Sun JRE 1.1 or higher
Microsoft JVM 5 or higher

For MacOS operating systems

e Browser: Safari 1.0 or higher
e Java: Sun JRE 1.1 or higher

For Unix operating systems

e Browser: Mozilla 1.x or Netscape 7.0 or higher
e Java: Sun JRE 1.1 or higher

Web browser security settings:
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e JavaScript must be enabled

e Cookies must be enabled

e SSL (HTTPS) must be enabled
e Java must be enabled

Making the SSL VPN Portal a Trusted Site

If your Internet Explorer security settings are set to "High" or prevent the AccessPoint
ActiveX or Java applications from running properly, you may need to add the SSL VPN
portal to your browser's list of Trusted Sites.

To ensure that your machine is protected against malicious code and spyware files, it is
not recommended to change your web browser’s security settings in order to use the
Java and ActiveX files included in the AccessPoint SSL VPN portal. Instead, add the SSL
VPN portal address to your web browser’s list of Trusted sites.

Most web browsers today support multiple security zones with different permission
levels. Trusted sites have lower security settings that will, by default, allow the
AccessPoint Java and ActiveX content to function properly.

NOTE: ActiveX content is only supported in Internet Explorer.

Adding a Trusted Site in Internet Explorer
To add the AccessPoint SSL VPN portal as a trusted site:
1. Go to the SSL VPN portal login page.

2. Press ALT+D to select the SSL VPN portal address, and press CTRL+C to
copy it to the Windows Clipboard.

On the Internet Explorer Tools menu, click Internet Options.

4. Click the Security tab, then click Trusted Sites. The Internet Options
Security configuration window will be displayed.

Internet Options

General | Securty | Privacy | Content | Connections || Programs | Advanced

Select a Web content zone to specify its security settings.

® Q@ 0 Q
Intemet Localintranet  {ffisisd’siies]  Restricted
sites

Trusted sites

This zone cortains Web sites that you
trust not to damage your computer or

data

Security level for this zone

Custom
Custom settings.
- To change the settings, click Custom Level
- To use the recommended settings, click Default Level

[ Custom Level... ] [ Default Level ]
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